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1. These Contractual Clauses (the Clauses) set out the rights and obligations of the data
controller and the data processor, when processing personal data on behalf of the
data controller.

2. The Clauses have been designed to ensure the parties’ compliance with Article 28(3)
of Regulation 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal
data and on the free movement of such data and repealing Directive 95/46/EC (Gen-
eral Data Protection Regulation).

3. For the purposes of the Clauses, ‘tamigo Group‘ means tamigo ApS and all entities
directly or indirectly controlled by tamigo ApS (each a ‘tamigo Affiliate’). Where a
tamigo Affiliate (rather than tamigo ApS) is identified as the data processor in the Main
Agreement, that entity shall be the data processor under the Clauses, and all refer-
ences to ‘the data processor’ shall be read accordingly.

4. In the context of the provision of the agreed Services and/or Products pursuant to the
Main Agreement, the data processor will process personal data on behalf of the data
controller in accordance with the Clauses.

5. The Clauses shall take priority over any similar provisions contained in other agree-
ments between the parties.

6. Four appendices are attached to the Clauses and form an integral part of the Clauses.

7. Appendix A contains details about the processing of personal data, including the pur-
pose and nature of the processing, type of personal data, categories of data subject
and duration of the processing.

8. Appendix B contains the data controller’s conditions for the data processor’s use of
sub-processors and a list of sub-processors authorised by the data controller.

9. Appendix C contains the data controller’s instructions with regards to the processing
of personal data, the minimum security measures to be implemented by the data pro-
cessor and how audits of the data processor and any sub-processors are to be per-
formed.

10. Appendix D contains provisions for other activities which are not covered by the
Clauses.

11. The Clauses along with appendices shall be retained in writing, including electroni-
cally, by both parties.

12. The Clauses shall not exempt the data processor from obligations to which the data
processor is subject pursuant to the General Data Protection Regulation (the GDPR)

or other legislation.

2. The rights and obligations of the data controller

Standard Contractual Clauses March 2024
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takes place in compliance with the GDPR (see Article 24 GDPR), the applicable EU
or Member State’ data protection provisions and the Clauses.

2. The data controller has the right and obligation to make decisions about the purposes
and means of the processing of personal data.

3. The data controller shall be responsible, among other, for ensuring that the processing
of personal data, which the data processor is instructed to perform, has a legal basis.

3. The data processor acts according to instructions

1. The data processor shall process personal data only on documented instructions from
the data controller, unless required to do so by Union or Member State law to which
the processor is subject. Such instructions shall be specified in appendices A and C.
Subsequent instructions can also be given by the data controller throughout the du-
ration of the processing of personal data, but such instructions shall always be docu-
mented and kept in writing, including electronically, in connection with the Clauses.

2. The data processor shall immediately inform the data controller if instructions given
by the data controller, in the opinion of the data processor, contravene the GDPR or
the applicable EU or Member State data protection provisions.

The parties shall agree in each specific situation whether the data processor shall
continue following the data controller’s instructions regarding the processing of per-
sonal data, or whether the processing shall be discontinued until the data controller
has examined the situation further.

4. Confidentiality

1. The data processor shall only grant access to the personal data being processed on
behalf of the data controller to persons under the data processor’s authority who have
committed themselves to confidentiality or are under an appropriate statutory obliga-
tion of confidentiality and only on a need-to-know basis. The list of persons to whom
access has been granted shall be kept under periodic review. On the basis of this
review, such access to personal data can be withdrawn, if access is no longer neces-
sary, and personal data shall consequently not be accessible anymore to those per-
sons.

2. The data processor shall at the request of the data controller demonstrate that the
concerned persons under the data processor’s authority are subject to the abovemen-
tioned confidentiality.

5. Security of processing

1. Article 32 GDPR stipulates that, taking into account the state of the art, the costs of
implementation and the nature, scope, context and purposes of processing as well as
the risk of varying likelihood and severity for the rights and freedoms of natural per-
sons, the data controller and data processor shall implement appropriate technical
and organisational measures to ensure a level of security appropriate to the risk.

1 References to “Member States” made throughout the Clauses shall be understood as references to “EEA Member States”.
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The data controller shall evaluate the risks to the rights and freedoms of natural per-
sons inherent in the processing and implement measures to mitigate those risks. De-
pending on their relevance, the measures may include the following:

a. Pseudonymisation and encryption of personal data;

b. the ability to ensure ongoing confidentiality, integrity, availability and resilience of
processing systems and services;

c. the ability to restore the availability and access to personal data in a timely man-
ner in the event of a physical or technical incident;

d. a process for regularly testing, assessing and evaluating the effectiveness of
technical and organisational measures for ensuring the security of the pro-
cessing.

2. According to Article 32 GDPR, the data processor shall also — independently from the
data controller — evaluate the risks to the rights and freedoms of natural persons in-
herent in the processing and implement measures to mitigate those risks. To this ef-
fect, the data controller shall provide the data processor with all information necessary
to identify and evaluate such risks.

3. Furthermore, the data processor shall assist the data controller in ensuring compli-
ance with the data controller’s obligations pursuant to Articles 32 GDPR, by inter alia
providing the data controller with information concerning the technical and organisa-
tional measures already implemented by the data processor pursuant to Article 32
GDPR along with all other information necessary for the data controller to comply with
the data controller’s obligation under Article 32 GDPR.

If subsequently — in the assessment of the data controller — mitigation of the identified
risks requires further measures to be implemented by the data processor, than those
already implemented by the data processor pursuant to Article 32 GDPR, the data
controller shall specify these additional measures to be implemented in Appendix C.

6. Use of sub-processors

1. The data processor shall meet the requirements specified in Article 28(2) and (4)
GDPR in order to engage another processor (a sub-processor).

2. The data processor shall therefore not engage another processor (sub-processor) for
the fulfilment of the Clauses without the prior general written authorisation of the data
controller. Notwithstanding the foregoing, the data processor may engage any tamigo
Affiliate as a sub-processor without separate prior authorisation, provided that the
data processor imposes on the tamigo Affiliate the same data protection obligations
as set out in the Clauses.

3. The data processor has the data controller’s general authorisation for the engagement
of sub-processors. The data processor shall inform in writing the data controller of any
intended changes concerning the addition or replacement of sub-processors at least
2 months in advance, thereby giving the data controller the opportunity to object to
such changes prior to the engagement of the concerned sub-processor(s). Adjusted
time periods of prior notice for specific sub-processing services can be provided in
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Appendix B. The list of sub-processors already authorised by the data controller can Page 6 of 20
be found in Appendix B.

4. Where the data processor engages a sub-processor for carrying out specific pro-
cessing activities on behalf of the data controller, the same data protection obligations
as set out in the Clauses shall be imposed on that sub-processor by way of a contract
or other legal act under EU or Member State law, in particular providing sufficient
guarantees to implement appropriate technical and organisational measures in such
a manner that the processing will meet the requirements of the Clauses and the
GDPR.

The data processor shall therefore be responsible for requiring that the sub-processor
at least complies with the obligations to which the data processor is subject pursuant
to the Clauses and the GDPR.

5. A copy of such a sub-processor agreement and subsequent amendments shall — at
the data controller’s request — be submitted to the data controller, thereby giving the
data controller the opportunity to ensure that the same data protection obligations as
set outin the Clauses are imposed on the sub-processor. Clauses on business related
issues that do not affect the legal data protection content of the sub-processor agree-
ment, shall not require submission to the data controller.

6. The data processor shall seek to instruct the sub-processor to allow the data controller
to rely on the deletion or return obligations applicable to the sub-processor in the event
of the data processor’s insolvency, to the extent legally permissible. The data proces-
sor does not guarantee that such rights will be enforceable where restricted by man-
datory insolvency law.

7. If the sub-processor does not fulfil his data protection obligations, the data processor
shall remain fully liable to the data controller as regards the fulfilment of the obligations
of the sub-processor. This does not affect the rights of the data subjects under the
GDPR - in particular those foreseen in Articles 79 and 82 GDPR - against the data
controller and the data processor, including the sub-processor.

7. Transfer of data to third countries or international organisations

1. Any transfer of personal data to third countries or international organisations by the
data processor shall only occur on the basis of documented instructions from the data
controller and shall always take place in compliance with Chapter V GDPR.

2. In case transfers to third countries or international organisations, which the data pro-
cessor has not been instructed to perform by the data controller, is required under EU
or Member State law to which the data processor is subject, the data processor shall
inform the data controller of that legal requirement prior to processing unless that law
prohibits such information on important grounds of public interest.

3. Without documented instructions from the data controller, the data processor there-
fore cannot within the framework of the Clauses:

a. transfer personal data to a data controller or a data processor in a third coun-
try or in an international organisation

b. transfer the processing of personal data to a sub-processor in a third country

Standard Contractual Clauses March 2024



Page 7 of 20

c. have the personal data processed in by the data processor in a third country

4. The data controller’'s instructions regarding the transfer of personal data to a third
country including, if applicable, the transfer tool under Chapter V GDPR on which they
are based, shall be set out in Appendix C.6.

5. The Clauses shall not be confused with standard data protection clauses within the
meaning of Article 46(2)(c) and (d) GDPR, and the Clauses cannot be relied upon by
the parties as a transfer tool under Chapter V GDPR.

8. Assistance to the data controller

1. Taking into account the nature of the processing, the data processor shall assist the
data controller by appropriate technical and organisational measures, insofar as this
is possible, in the fulfilment of the data controller’s obligations to respond to requests
for exercising the data subject’s rights laid down in Chapter Ill GDPR.

This entails that the data processor shall, insofar as this is possible, assist the data
controller in the data controller’'s compliance with:

a. the right to be informed when collecting personal data from the data subject

C

the right to be informed when personal data have not been obtained from the
data subject

the right of access by the data subject

the right to rectification

the right to erasure (‘the right to be forgotten’)

the right to restriction of processing

@ ™o oo

notification obligation regarding rectification or erasure of personal data or
restriction of processing

h. the right to data portability

i. the right to object

j.  the right not to be subject to a decision based solely on automated pro-
cessing, including profiling

2. In addition to the data processor’s obligation to assist the data controller pursuant to
Clause 6.3., the data processor shall furthermore, taking into account the nature of
the processing and the information available to the data processor, assist the data
controller in ensuring compliance with:

a. The data controller’s obligation to without undue delay and, where feasible,
not later than 72 hours after having become aware of it, notify the personal
data breach to the competent supervisory authority, unless the personal data
breach is unlikely to result in a risk to the rights and freedoms of natural per-
sons;

b. the data controller’s obligation to without undue delay communicate the per-
sonal data breach to the data subject, when the personal data breach is likely
to result in a high risk to the rights and freedoms of natural persons;

c. the data controller's obligation to carry out an assessment of the impact of
the envisaged processing operations on the protection of personal data (a
data protection impact assessment);
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d. the data controller’s obligation to consult the competent supervisory authority
prior to processing where a data protection impact assessment indicates that
the processing would result in a high risk in the absence of measures taken
by the data controller to mitigate the risk.

3. The parties shall define in Appendix C the appropriate technical and organisational
measures by which the data processor is required to assist the data controller as well
as the scope and the extent of the assistance required. This applies to the obligations
foreseen in Clause 9.1. and 9.2.

9. Notification of personal data breach

1. In case of any personal data breach, the data processor shall, without undue delay
after having become aware of it, notify the data controller of the personal data breach.

2. The data processor’s notification to the data controller shall, if possible, take place
within 24 hours after the data processor has become aware of the personal data
breach to enable the data controller to comply with the data controller’s obligation to
notify the personal data breach to the competent supervisory authority, cf. Article 33
GDPR.

3. In accordance with Clause 9(2)(a), the data processor shall assist the data controller
in notifying the personal data breach to the competent supervisory authority, meaning
that the data processor is required to assist in obtaining the information listed below
which, pursuant to Article 33(3) GDPR, shall be stated in the data controller’s notifi-
cation to the competent supervisory authority:

a. The nature of the personal data including where possible, the categories and
approximate number of data subjects concerned and the categories and ap-
proximate number of personal data records concerned;

b. the likely consequences of the personal data breach;

c. the measures taken or proposed to be taken by the controller to address the
personal data breach, including, where appropriate, measures to mitigate its
possible adverse effects.

4. The parties have defined in Appendix C all the elements to be provided by the data
processor when assisting the data controller in the notification of a personal data
breach to the competent supervisory authority.

10. Erasure and return of data

1. On termination of the provision of personal data processing services, the data pro-
cessor shall be under obligation to delete all personal data processed on behalf of the
data controller and certify to the data controller that it has done so unless Union or
Member State law requires storage of the personal data.

2. The Data Processor commits to exclusively process the personal data for the pur-
poses and duration provided for by this law and under the strict applicable conditions.
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1. The data processor shall make available to the data controller all information neces-
sary to demonstrate compliance with the obligations laid down in Article 28 and the
Clauses and allow for and contribute to audits, including inspections, conducted by
the data controller or another auditor mandated by the data controller.

2. Procedures applicable to the data controller’s audits, including inspections, of the data
processor and sub-processors are specified in appendices C.7. and C.8.

3. The data processor shall be required to provide the supervisory authorities, which
pursuant to applicable legislation have access to the data controller’'s and data pro-
cessor’s facilities, or representatives acting on behalf of such supervisory authorities,
with access to the data processor’s physical facilities on presentation of appropriate
identification.

12. The parties’ agreement on other terms

1. The parties may agree other clauses concerning the provision of the personal data
processing service specifying e.g. liability, as long as they do not contradict directly
or indirectly the Clauses or prejudice the fundamental rights or freedoms of the data
subject and the protection afforded by the GDPR.

13. Commencement and termination

1. The Clauses shall become effective on the date of both parties’ signature of the main
agreement.

2. Both parties shall be entitled to require the Clauses renegotiated if changes to the law
or inexpediency of the Clauses should give rise to such renegotiation.

3. The Clauses shall apply for the duration of the provision of personal data processing
services. For the duration of the provision of personal data processing services, the
Clauses cannot be terminated unless other Clauses governing the provision of per-
sonal data processing services have been agreed between the parties.

4. If the provision of personal data processing services is terminated, and the personal
data is deleted or returned to the data controller pursuant to Clause 11.1. and Appen-
dix C.4., the Clauses may be terminated by written notice by either party.

14. Data controller and data processor contacts/contact points

1. The parties may contact each other using the following contacts/contact points or
those provided in the main agreement:

2. The parties shall be under obligation continuously to inform each other of changes to
contacts/contact points.

Department Security & IT
Telephone +45 88 44 23 32
E-mail infosec@tamigo.com
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A.1. The purpose of the data processor’s processing of personal data on behalf of the
data controller is:

To provide a technical platform and support services that enable workforce management and
employee administration. This may include supporting the controller’s payroll, HR, and analyt-
ical processes, such as tracking attendance, absences, working hours, and staff costs, as well
as providing technical maintenance and updates.

To communicate material, non-promotional product or service features, including security, per-
formance and compliance enhancements.

To analyse aggregated or pseudonymised user interactions with the services for the purpose
of improving product functionality, performance, security, and reliability.

A.2. The data processor’s processing of personal data on behalf of the data controller
shall mainly pertain to (the nature of the processing):

The processing may include the collection, recording, organisation, structuring, storage, con-
sultation, use, alignment, combination, transmission, disclosure by transmission, retrieval, ex-
port, restriction, erasure and destruction of personal data, solely as necessary for the provision
of the Services and in accordance with the data controller's documented instructions.

A.3. The processing includes the following types of personal data about data subjects:
The exact data depends on the inputs from the data controller's employees, but typically in-
cludes the following:

DATA Employees

SUBJECT
PERSONAL
INFORMATION
Regular personal data: Core identification and contact data (name, phone
(art. 6) number, email address, employee ID, birthdate)

Employment data (title & role, department, location,
status, contract type)

Work scheduling (clock-in/out data, shifts, absences,
attendance, requests and constraints)

User preferences (language settings, notification
preferences, time zone)

System usage (user activity logs, device/browser/IP
address details)

X Security data (authentication details and access

logs)

If selected by the data controller, and usually in connection with utilising core HR functionality
of the solution, the following data may also be present:
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Regular personal data:
(art. 6)

Support cases (requests, error reports, screenshots,
exports, communication)

Employee training (certifications, qualifications,
courses)

Location details (GPS coordinates)

Employee performance (KPls, internal notes and
comments)

Special category personal
data:
(art. 9)

Trade union membership
Biometric data
Data concerning health

Criminal records (§10)

Criminal convictions and offenses

National identity number (§11)

Personal identification number

Other sensitive personal infor-
mation

Contract of employment
Job applications and CVs
Bank details

Salary or wage information

A.4. Processing includes the following categories of data subject:

e Employees
e Former employees

e Temporary or external workers, where applicable

A.5. The data processor’s processing of personal data on behalf of the data controller
may be performed when the Clauses commence. Processing has the following duration:

The processing is not time-limited and will be performed until the Clauses are terminated for
convenience or for cause by either party.
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Appendix B Authorised sub-processors

B.1. Approved sub-processors
On commencement of the Clauses, the data controller authorises the engagement of the fol-

lowing sub-processors:

NAME

ADDRESS

DESCRIPTION OF PROCESSING

Microsoft Corp One Microsoft Place Solution data centre
South County Business Park | Solution data back up
Leopardstown Administration
Dublin 18, D18 P521
Ireland
Brevo 7 Rue De Madrid, 75008 Email communication sent via

Paris
France

tamigo platform

Zendesk, Inc

989 Market Street, San Fran-
cisco

California, 94103

USA

Support

LINK Mobility Group ASA

Gullhaug Torg 5

SMS communication sent via

0484 Oslo tamigo platform
Norway

tamigo c/o Connectis Ul. Chmielna 71 Software Development
00-801 Warsaw
Poland

tamigo d.o.o

Razlagova ulica 4
2000 Maribor
Slovenia

Software Development

tamigo Czech Republic

Cinska 2019/29
160 00 Praha 6-Dejvice
Czech Republic

Administration
Support

tamigo Finland

Apollonkatu 5
00100 Helsinki
Finland

Administration
Support

tamigo Portugal

R. Elisio de Melo 28
4000-067 Porto
Portugal

Administration
Support

Nominalia

Carrer d'Ulldecona, 21,
Sants-Montjuic

08038 Barcelona,
Spain

Hosting solution for authentication
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ADDRESS DESCRIPTION OF PROCESSING

Ensalza SL. Calle de Alfonso Gomez, 33, | Integration services
3, 28037 Madrid
Spain

The data controller shall on the commencement of the Clauses authorise the use of the above-
mentioned sub-processors for the processing described for that party. The data processor
shall not be entitled — without the data controller’s explicit written authorisation — to engage a
sub-processor for a ‘different’ processing than the one which has been agreed upon or have
another sub-processor perform the described processing.

B.2. Prior notice for the authorisation of sub-processors

The data processor must give notice to the data controller 2 month prior to the engagement of
a new sub-processor.

In the event that a sub-processor must be engaged immediately to respond to an incident
affecting service continuity or security, the data processor may engage such sub-processor
without prior approval, provided that the data controller is notified promptly after engagement
and that the data processor ensures all standard contractual protections apply to such sub-
processor.
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C.1. The subject of/instruction for the processing

The data processor’'s processing of personal data on behalf of the data controller shall be
carried out by the data processor performing the following:

The subject matter of the processing of personal data is set out in the Principal Agreement
and these Clauses.

C.2. Security of processing

The processing includes a greater amount of general personal data cf. Article 6 of the Data
Protection Regulation, for which medium level of security shall be established.

The processing may also include personal data cf. Article 9 of the Data Protection Regulation
on “special categories of personal data”, and in those cases a high level of security must be
established.

The data processor is hereby entitled and obligated to make decisions about which technical
and organisational security measures should be implemented to establish the necessary (and
agreed) security level.

The data processor must support the data controller in their work to document the identified
risks and how the risk has been reduced to an acceptable level and implement the measures
necessary to address identified risks. Based on the established security level, procedures for
audits are implemented in accordance with points C.7 and C.8.

The data processor must, however — under all circumstances and at a minimum — implement
the following measures as agreed with the data controller:

(i)

(ii)

(iif)

(iv)

(vi)

(vii)

Personal data stored on mobile devices and storage media (including laptops, tab-
lets, smartphones and USB drives) must be encrypted using disk or file encryption.

Pseudonymisation of personal data must be used if feasible and if required by data
protection legislation, including law applicable to the data controller.

Personal data transmitted over public networks (including wireless networks) must
be protected from unauthorised interception or tampering, for example through the
use of encryption.

Personal data must be always encrypted at rest.

IT systems and personal data must be protected from malicious code through the
use of updated anti-virus software or the like.

IT systems and personal data must be protected from unauthorised network access
through the use of an updated firewall solution or the like.

Reasonable steps must be taken to keep software updated and patched to mitigate
security vulnerabilities and ensure the ongoing resilience of processing systems.
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(viii)

(x)

(xi)

(xii)

(xiii)

(xiv)

(xv)

(xvi)

(xvii)

(xviii)

Reasonable steps must be taken to protect IT systems, computers, mobile devices,
data storage media and printed copies containing information belonging to the data
controller from theft, unauthorised access and disclosure, e.g. via physical access
controls, passwords, role-based access and the like.

Password procedures must be in place, including requiring strong passwords, peri-
odically updating passwords and ensuring that passwords are stored securely and
protected from unauthorised access.

Measures must be implemented to ensure the safe disposal of IT systems, comput-
ers, mobile devices, and data storage media (incl. printed copies) containing infor-
mation belonging to the data controller to prevent data from being retrieved from dis-
carded equipment or documents (i.e. data must be securely erased; the data media
must be physically destroyed; and paper copies must be shredded).

Measures must be implemented to be able to restore the availability and access to
personal data and any relevant logs in a timely manner in the event of a physical or
technical incident, including personal data breaches.

A process must be in place for regular assessment and evaluation of the effective-
ness of the measures in place to protect the personal data.

Relevant personnel must be trained in the security measures.

Relevant personnel must be trained to recognise a personal data breach and other
security incidents and to respond appropriately.

Documentation of appropriate technical and organisational measures must be kept
up to date.

IT Systems must generate audit logs to the extent needed to enable monitoring,
analysis, investigation and reporting of unlawful, unauthorised, or inappropriate ac-
tivity.

Remote access to systems used to store or process special categories of personal
or confidential personal data must require multifactor authentication.

A process must be in place for regular testing, including penetration and vulnerability
testing, of networks and IT systems used to process personal data.

C.3. Assistance to the data controller

The data processor shall insofar as this is possible — within the scope and the extent of the
assistance specified below — assist the data controller in accordance with Clause 9.1. and 9.2.
by implementing the following technical and organisational measures:

The data processor shall without undue delay, after having become aware thereof, notify the
data controller in writing of any request addressed to the data processor or its sub-processors
from a data subject concerning the exercise of the data subject’s rights under applicable data
protection law. The data processor is not entitled to respond to the requests of a data subject
concerning the exercise of the data subject’s rights under applicable data protection law. The
data processor shall at the request of the data controller assist the data controller in complying
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with its obligations in relation to the rights of data subjects under applicable data protection Page 16 of 20
law.

The data processor shall provide assistance in relation to the obligations resting on the data
controller under Articles 33 and 34 of the GDPR by submitting the information following from
clause 10.3 to the data controller within the time-limit laid down in clause 10.2. The data pro-
cessor shall subsequently assist the data controller at the data controller’s request by providing
the information required for the data controller’s notification of the competent supervisory au-
thority of a personal data breach or required for the data controller’'s notification of the data
subject of the breach.

Where the data controller assesses that the processing is likely to result in a high risk to the
rights and freedoms of the data subjects, the data processor shall at the data controller’s re-
quest assist the data controller in relation to the obligations resting on the data controller under
Articles 35 and 36 of the GDPR by providing the information to the data controller that is re-
quired for carrying out a data protection impact assessment in accordance with Article 35 of
the GDPR and for consulting the competent supervisory authority in accordance with Article
36 of the GDPR.

The data processor shall ensure, that the technical and organisational measures implemented
by the data processor make it possible for the data controller to comply with its obligations
under the GDPR Articles 33-36, including, for example, appropriate measures relating to in-
formation security incident management, asset management, logging etc.

C.4. Storage period/erasure procedures

Upon termination of the provision of personal data processing services, the data processor
shall either delete or return the personal data in accordance with Clause 11.1., unless the data
controller — after the signature of the contract — has modified the data controller’s original
choice. Such modification shall be documented and kept in writing, including electronically, in
connection with the Clauses.

C.5. Processing location

Processing of the personal data under the Clauses cannot be performed at other locations
than the following without the data controller’s prior written authorisation:

NAME ‘ DATA PROCESSING LOCATION
tamigo ApS Copenhagen, Denmark
tamigo Spain Madrid, Spain

tamigo Nederland Houten, Netherlands

tamigo Norge AS Lysaker, Norway

tamigo d.o.o Maribor, Slovenia

tamigo c/o Connectis Warsaw, Poland

tamigo Czech Republic Prague, Czechia
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‘ DATA PROCESSING LOCATION

tamigo Finland Helsinki, Finland

tamigo Portugal Porto, Portugal

Microsoft Azure Amsterdam, Netherlands
Microsoft Office 365 Paris, France

Brevo Paris, France

Zendesk, Inc Dublin, Ireland

LINK Mobility Group ASA Amsterdam, Netherlands
Nominalia Barcelona, Spain
Ensalza SL. Madrid, Spain

C.6. Instruction on the transfer of personal data to third countries

If the data controller does not in the Clauses or subsequently provide documented instructions
pertaining to the transfer of personal data to a third country, the data processor shall not be
entitled within the framework of the Clauses to perform such transfer. ~

The data controller's instructions include the data processor's transfer of personal data to third
countries in accordance with this point C.6 to the sub-processors used by the data processor
in accordance with Annex B of the Data Processing Agreement.

If the data processor uses a sub-processor in accordance with Annex B to perform processing
activities (on behalf of the data controller), and these processing activities involve a transfer of
personal data as referred to in Chapter V of the Data Protection Regulation, the data processor
shall ensure that a transfer basis as specified in Chapter V of the Data Protection Regulation.
2 of the Data Protection Regulation.

The data processor shall, at the request of the data controller, provide a copy of the standard
contract terms and any subsequent amendments to the data controller. To the extent neces-
sary to protect business secrets or other confidential information, including personal infor-
mation, the data processor may edit the text of the agreement before disclosing the copy.

The data processor shall notify the data controller of any intended changes to the transfer of
personal data to third countries, in accordance with the principles set out in point 7. If the data
processor chooses not to respond to an objection or if the data controller is unable to respond
to an objection within a reasonable period, the data controller is entitled to terminate with one
month's written notice the part of the Main Agreement precisely covering the service where
the sub-processor would otherwise have access to personal data in or from the third country.
The remaining part of the Main Agreement continues to run in accordance with the provisions
of the Main Agreement.

The data processor provides the data controller with the following standard documentation
upon request that is necessary for the data controller to exercise his right of objection:

¢ Information on the recipient of the personal data in the third country,
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¢ Information on the categories of treatments carried out by the recipient in the third
country,

e Information on the types of personal data and categories of data subjects concerned
that will be the subject of the transfer, and

¢ Information on the security measures that will be taken in connection with the transfer.

The data processor will, at the request of the data controller, obtain and provide additional
information to the data controller, for use in the data controller's possible risk assessment of
the intended transfer. Such assistance is provided free of charge.

C.7. Procedures for the data controller’s audits, including inspections, of the pro-
cessing of personal data being performed by the data processor

The data processor shall be audited once a year at its own expense by the data controller to
verify their compliance with the GDPR, the applicable EU or Member State data protection
provisions and the Clauses. The annual audit may consist of answering a questionnaire sent
to the data processor, presenting an audit statement or presenting certificates (e.g. 1ISO27001
with their SoA) from an independent third party. The data processor chooses which audit
method to use.

Based on the results of the annual audit, the data controller is entitled to request the imple-
mentation of additional measures to ensure compliance with the General Data Protection Reg-
ulation, data protection provisions of other Union law or the national law of the Member States
and these Regulations.

In addition, the data controller or a representative of the data controller shall receive assistance
from data processor to carry out inspections, including physical inspections, with the locations
from which the data processor processes personal data, including physical locations and sys-
tems used for or in connection with the processing. Such inspections may be carried out when
the data controller deems it necessary.

C.8. Procedures for audits, including inspections, of the processing of personal data
being performed by sub-processors

The data processor or a representative of the data processor supervises sub-processors. The
data processor bases its choice of form of supervision and frequency of supervision on a risk
assessment.

Supervision can e.g., take place by written information collection or in the form of a physical
inspection of the sites from which the sub-processor processes personal data, including phys-
ical sites and systems used for or in connection with the processing, to establish the sub-
processor's compliance with the Data Protection Regulation, data protection provisions of
other Union or national law of the Member States and these Provisions.

In addition to the planned supervision, the data processor may carry out an inspection, e.g., in
the form of written information collection or physical visit, with the sub-processor, when the
data processor (or the data controller) deems it necessary.

If the sub-processor receives an annual audit statement from an independent third party re-

garding the sub-processor's compliance with this Data Processor Agreement and the technical
and organisational security measures agreed therein, the data processor shall receive a copy
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thereof. The data controller reviews the audit statement and follows up on any matters that
give rise to further investigations.

The data processor documents the inspections carried out. Documentation of inspections car-
ried out is usually translated into an inspection report containing a description of the scope,
significant findings, and a plan for any mitigating measures. At the request of the data control-
ler, a summary of the supervision is sent without undue delay to the data controller for infor-
mation. Alternatively, the data controller may choose to make a summary of the supervision
available electronically.

Based on the results of the monitoring, the data controller is entitled to request the implemen-
tation of additional measures to ensure compliance with the Data Protection Regulation, data
protection provisions of other Union law or the national law of the Member States and these
Regulations. Such requests shall be dealt with in accordance with point C.2 of this Annex
above.
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